TECHNICAL ISO/IEC
REPORT TR
27008

First edition
2011-10-15

Reference number
ISO/IEC TR 27008:2011(E)

ISO|IEC
preg . © ISO/IEC 2011




ISO/IEC TR 27008:2011(E)

@C@
S

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2011

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +4122749 01 11

Fax +4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2011 — All rights reserved



ISO/IEC TR 27008:2011(E)

Contents Page

O g A~ WODN =

7

8

TERMS AND DEFINITIONS ..o
STRUCTURE OF THIS TECHNICAL REPORT ... N
(272003 1130 1V N GH W

OVERVIEW OF INFORMATION SECURITY CONTROL REVIEV
6.1 REVIEW PROCESS .....ooeieieeeeeeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeen e e )
6.2 RESOURCING ...ttt e e eensane s e eee )

REVIEW METHODS ... iiiiiiiiiieiiniirsssssssssssssrssssssfenssnnsngessnssigesseDogensssssNessessnssssssssseesnnnsssssssssssssesnsnsnsssns
71 L@ 1=V N R G0 S T
7.2 REVIEW METHOD: EXAMINE......cocvvvepeeeeeanennnns

7.21 General .....ccooovveeeeveieenl N

722 Attributes........ooiii e D NG
7.3 REVIEW METHOD: INTERVIEW

7.3.1 General .....ccoooveeveeeieieei e G

7.3.2

7.3.3  Coverage attrigute
7.4  REVIEW METHOD: TEST

741 (LY T=T =1 T N A N TR

7.4.2  Testtypes

7.4.3 Ext

ACTIVITIES.....".
8.1  PREPARATI®
8.2 :

8.2.1 Xerview . \...

8.2.2 SCOPE XA ee Ny eneens

8.2. iev

8.24

8.2.5

8.2.6

8.2.7

8.2.8 Information assets and organization

8.2.9 (=T g e (Yo I AV =YY o oY= [ ] = PN 15

8.2.10  OPUMIZATION ...t e e e e e e e e e e e e e et e e e e e e e e e e e aaraeeeaeeeaaaanrraeeeas 15

T I R 1o T 1721 (o] o H R 15
8.3 CONDUCTING REVIEWS .....uutiieeiiuteeeeeiuteeeeesitteeesstaeeessbteeesaasseaeeasseeeeasseeasaasseeeeasbeeesaasbaeaeaassaeeeeanseeeeannses 16
8.4 ANALYSIS AND REPORTING RESULTS. .. 0eiiiiiutiieeeitieeeeetteeesetteeessasaeeessssesesasseaesansseeesansseessaassesesaassesesannses 16

© ISO/IEC 2011 — All rights reserved iii



ISO/IEC TR 27008:2011(E)

ANNEX A (INFORMATIVE) TECHNICAL COMPLIANCE CHECKING PRACTICE GUIDE.............ccceuueeen. 18
ANNEX B (INFORMATIVE) INITIAL INFORMATION GATHERING (OTHER THAN IT) ..coeviere e 32
B.1  HUMAN RESOURCES AND SECURITY ...uttieiitiieeeiteteesiteeeessteeeessseeeesansseeessnsseeessnssesasssssesesssssesesssssenesssssens 32
= o TN SRR 32
= B © 17N 2. 1T N PRSP 33
B.4  PHYSICAL AND ENVIRONMENTAL SECURITY ...uuviiitieestrieiteeessteeeseeesssessseeesssesssssesssessssssesssessnsessssessssseenns 33
B.4.1  Are the sites safe for information? ...............ueiiiii i 33
B.4.2  Are the sites safe for ICT? (Environmental @SPeCtS) .......cooveeiiiiiiiiiiiiee e 34
B.4.3  Are the sites safe fOr PEOPIE? ........oooiiiii i 34

B.5  INCIDENT MANAGEMENT ....uttiiutititeeestteesteeessteeaaseeessseessaeesnsesasaeesnsesaasseeansesaseeesnseesasseesnsessnsenesnsesessseesns 35
157027 I L0 T 2N o I 36

N

iv © ISO/IEC 2011 — All rights reserved



ISO/IEC TR 27008:2011(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC 4TC

The main task of the joint technical committee is to prepare Internati Js. Praft International
Standards adopted by the joint technical committee are circulated to\nations ies oting. Publication as

that which is normally publlshed as an International Sta e_art’; for example), it may decide to
publish a Technical Report. A Technical Report is e i ivein nattfe and shall be subject to review
every five years in the same manner as a [

Gowimittee ISO/IEC JTC 1, Information technology,
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Introduction

This Technical Report supports the Information Security Management System (ISMS) risk management
process defined within ISO/IEC 27001 and ISO/IEC 27005, and the controls included in ISO/IEC 27002.

This Technical Report provides guidance on reviewing an organization's information security controls, e.g. in
the organization, business processes and system environment, including technical compliance checking.

Please refer to ISO/IEC 27007 for advice on auditing the management systems elemen ANSO/IEC 27006
regarding ISMS compliance reviewing for certification purposes.
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Information technology — Security techniques — Guidelines for
auditors on information security controls

1 Scope
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